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4. Encryption  ������� ก
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6. Cryptography ������� 
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%##���"  (Keys System)

���" (Keys) ��
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1.  Prime Number
���*�*���ก�
��	�
���*&�(/	45�ก"/������6�� ���
"

*&��'������� Prime Number (,'�����1!�%) �&	$ก� 2, 3, 5, 7 
$�% 11 �)3��	� ����
�'� Prime�
�,'��������6ก�� ,%�&	���
�����ก��
&	�� ���(&�������� �/�� 5 x 7  =  35 �
�����
������
�
�Prime Number �&	��
 5 $�% 7 �)3��	�

Prime Number
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ก�
��	�
������(/	����6�
� Prime Number   ����)3����
,'������ก �   ��+��
�!����

"����
��
	������&	����$�%

�&�
9�*&��
	�����"������������)3�������2+'�ก��    ���"��	�
���,%
�)3�ก�
�
	��$##����
6%     (Public, Public Key)    *&����
����������(&�  ����
�,�กก�
�
&
����'��&	��ก��ก�ก��	�
$��,%��
���(�ก�
�
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Prime Number('())
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2.  RSA

(R = Rivest, S = Shamir $�% A = Adelman �)3�
��������+��������ก0��
��0ก��) 

RSA
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(�): �. . 1993 ��ก��/�ก�
ก��� 600 ���#�� $�%��ก��/�ก�

����
��������*�ก!��������,%�
&
���,�ก   RSA 129   
���ก�� 2���
����
��'��&	�'��
9,(����������������):       *&��
&
����)3���� 
Prime Number     �
�����'��
9, ���������� 64 ���ก$�%
�ก���������� 
65  ���ก ������
  ���"����
6%
%##  129  ���ก ����!���!
���,%��	�

����	
�������'���< � �&	

RSA('())
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3. ���"����#0����
�
���"�&���� (Private Keys �
�

Symmetric Keys)
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4. ���"����
6% (Public Keys �
�
 Asymmetric Key)

./00B1C))กE00F�>�G@)EกHIJKL�M)N�12�O(AB0P��Q
>�.�/R/SF(F1ก�.O(N�12�ก�0T�.��CNOUCB ./00�10�B1CS?H))กE00
TLHE'(Q/�BF1�12� 1 �V( I./ก)0?HA2 Public Keys EQ/ Private
Keys W?2 Public Keys B�CBT�.R/.VHกXS?H E'( Private Keys R/
'H)N.�กY�>IZB�A�FQ�0 [VHO(NR/>MH�.L�OMH)FVQ'HB\0�0?HA2�12�
O�]�.^/   (Public Keys)   R�กB�CB[VH.�0R/T_H�12�M)N'B>)N 
(Private Keys)   TBก�.`)?.L�OTLHS?HMH)FVQ'HB\0�0>?UF)1ก
�.�CNLBa@N

O
�
]
�
.
^
/

10

SSL LF�2`aN Protocol �1@S?H.�0ก�.��cB�TLH>IZB Secure
Protocol �G)F1�A�FO�F�.`��CN Encryption EQ/ Decryption

Protocol �1@�QH�2ก�0 SSL F�ก�1@OP? �G) SHTTP (Secure
Hyper Text Transfer Protocol) fa@NB��>)�./00�12�O�]�.^/
F�T_H

SSL
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ก�
)
%�0ก�"ก�
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���ก�#ก�
!�=��*)
$ก
�
)
%�0ก�" SSL$�% HTTPS

ก�
�'� SSL    ��(/	
�ก.�����)�
&-���
��	
���(�
ก�
�	�
���9ก�

��ก�"        2�����&��
���
��
ก��
%�����   Web 
Browser ก�# Web Server ��+� ��� Server ,%�	
��'�ก�
��&��+�
$�%(�	#
�ก�
    SSL    ก�
�����   Browser    �
���	2�+
,%(/	
*)
*��
�  HTTPS �/�� https://bucc3.buu.ac.th/

ก�.
I./2Pก'� 
SSL
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ก�
�'�����
� SSL 

ก�
�'�����
�  SSL ��+�   �)3�*)
*��
����(�	����
)�
&-��(�ก�
���
��
����)3�ก�
�/��
�*��
%&�#        TCP/IP 
,%(/	*&� IIS (�ก�
,�&��+� Secure Connection 
%����� Client
ก�# Server (��
��
���+�
��
��ก��� Server Certificate

ก�.
���N�B 
SSL
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Secure Sockets Layer (SSL)

� SSL �U?�HBMaCBF�W?20.UY�� Netscape
� RP?I./ON��ก�.���N�BM)N SSL

- >�G@).�กY��A�FQ�0M)NMH)FVQ
- O�F�.`./0P[VHO(NEQ/[VH.�0MH)FVQS?H
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Secure Sockets Layer (SSL)

SSL I./ก)0?HA2 Protocol 2 ./?�0
� SSL Handshake Protocol

O.H�Nก./0ABก�..�0O(NMH)FVQ EQก>IQ1@2B Algorithm TBก�.>MH�.L�O

� SSL Record Protocol
���LBH��1@R�?E0(N0QX)กM)NMH)FVQ�1@S?HR�ก Protocol �1@)2V(TB
./?�0>LBG)MaCBSITLH>IZB record   ���ก�.010)�?MH)FVQ ก��LB?
.L�OM)NMH)FVQ L.G)?��>BUBก�.>MH�.L�OMH)FVQ

SSL(
'())
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������ !"#$% SSL

� ก�..�กY��A�FQ�0M)NMH)FVQ
� ก�../0P'�A'B��NoJpN>fU.�q>A).� (Server Authentication)
� ก�../0P'�A'B��NoJpNS�Q>)B'�  (Client Authentication)
� �N�A�FEB(B)BM)NMH)FVQ 
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SET (Secure Electronics Transaction)

�)3�*�
��
	�����!�=��
���ก��    *&�#
�.��
�,	��
�#��
��
&�� VISA $�% Master Card �!��

���#��0�ก�
�	�$## Online   (�	����
�/'�
%
�����&	&	��#��
��
&������
����

"��9�&	��
����)�
&-��$�%����(,ก�#ก�
#
�ก�


SET
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*�
��
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�
%## SET

1. ��	

ก#��

2. ��	��
#��

3. ��	)
%ก
#ก�

4. ���#����	)
%�����
5. Payment Gateway
6. Certificate Authority

W�.NO.H�N SET
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1. ���กก�

�ก.�����)�
&-�� 
� �����กก�
�
� 3A ��


Account  �)3�ก�
�
	��$�%
%#0���#0���(���
�
����

Authorization �)3�ก�
�
	��$�%ก'���&�����(�	ก�##0���
��+�� ก
%�'�ก�
(&� ������������&	
�#

Authenticity �)3�ก�
!���,�"$�%��������+�#0���$�%��������
�&	
�#�
�#0�����+�� �	
���,%�	
������ก$ก	�� 
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>�.G)M(�2
�)F�UA>').�

'�A)2(�N.VIE00ก�.OG@)O�.[(�B>�.G)M(�2�)F�UA>').�

I./_PF 10 B.
OF_�2

I./_PF 10 B.
OF_�2

I./_PF 10 B.
OF_�2

MODEM MODEM

[VHO(N [VH.�0
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'�A)2(�Nก�.E)0)H�N_G@)EQ/Q)0EกHSMMH)FVQ(1)

I./_PF 10 B.
OF_�2

I./_PF 10 B.
OF_�2

>�.G)M(�2
�)F�UA>').�

MODEM MODEM

[VHO(N [VH.�0
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'�A)2(�Nก�.E)0)H�N_G@)EQ/Q)กEกHSMMH)FVQ (2)

I./_PF 9 B.
F�B�

I./_PF 9 B.
F�B�

>�.G)M(�2
�)F�UA>').�

MODEM MODEM

[VHQ�กQ)0EกHSMMH)FVQ

[VHO(N [VH.�0
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E-mail address

[F_G@) _G@) 
E?N  B(�.�ก

&'( )*+$ 
�,�-$  �./#.01

[F_G@) 
Jim Smith

?U\�B _G@)
 ?�� �FM��

[F_G@) 
M�A >M12A>MHF

Hotmail.com

Yahoo.com

Chaiyo.com

Siammail.com

Frccmail.com

Who am I ?

26

Cyber World Real WoldAuthentication
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I./>?XB>.G@)N�A�FIQ)?{�2M)NMH)FVQ (1)

L�ก�(�B'H)Nก�.O(NMH)�A�F�1@IกI|?L.G)>IZB�A�FQ�0[(�B>�.G)M(�2

�(�BR/F�@BTRS?H)2(�NS.A(� 0P��Q�1@�(�BI./ON��R/O(N àNL.G)�1@S?H.�0
)BPK�'>�(�B�CB  �1@)(�BMH)�A�FS?H

ก�..�กY��A�FQ�0

(Confidentiality)

28

I./>?XB>.G@)N�A�FIQ)?{�2M)NMH)FVQ (2)

2 L�ก�(�BS?H.�0MH)�A�F�1@O(NF� àN�(�Bo}�B��N>�.G)M(�2  �(�BR/
EB(TRS?H)2(�NS.A(�  >IZBMH)�A�F�1@O(NF�R�ก0P��Q�1@)H�NA(�>IZB[VHO(N
B�CBR.UN

ก�../0P'�A0P��Q

(Authentication)
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I./>?XB>.G@)N�A�FIQ)?{�2M)NMH)FVQ (3)

L�ก�(�BS?H.�0MH)�A�F�1@O(NF� àN�(�B[(�B��N>�.G)M(�2  �(�BR/EB(TR
S?H)2(�NS.A(� MH)�A�F�1@�(�BS?H.�0>IZBMH)�A�F�1@ V̀ก'H)NE�HR.UN

SF(S?H V̀ก>IQ1@2BEIQNEกHSM./LA(�N��N

�A�FE�HR.UNM)NMH)FVQ

(Integrity)

30

I./>?XB>.G@)N�A�FIQ)?{�2M)NMH)FVQ (4)

L�ก�(�BS?H.�0MH)�A�F��N>�.G)M(�2  >ก1@2Aก�0ก�.?��>BUBก�.)2(�NT?
)2(�NLBa@N  L.G)>IZBMH)[Vก��B��NO�KK�  E'('()F�[VHO(NI~U>O]A(�
SF(S?HO(NMH)�A�FB�CB  �(�BR/T_H)/S.)H�N)UN>�G@)SF(TLHI~U>O]

ก�.LH�FI~U>O]�A�F.�0[U?

(Non-repudiation)
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�A�FF�@BTRTBก�.���]P.กUR)U>QXก�.)BUกO�
ก�.�กY��A�FQ�0
(Confidentiality)

ก�../0P'�A0P��Q
(Authentication)

�A�FE�HR.UN
(Integrity)

ก�.LH�FI~U>O]�A�F.�0[U?
(Non-repudiation)
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W�.NO.H�N.)N.�0ก�.I./2Pก'�T_HN�B
?H�Bก�..�กY��A�FIQ)?{�2M)NMH)FVQ
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กPKERO(AB'�A Private Key

E-mailDigital  SignatureT0.�0.)N

กPKERO�]�.^/ Public Key

Certification Authority
CA

Encryption

34

ก�
�
	�������
/��
&�,����
ก.ก�
�
	��ก0<$,��� (Key Pairs)
� ก�
�ก�
�
	�������
/��
&�,������+�  �	
���ก�
�
	��ก0<$,���
��+�������ก�
�&	��ก
%#��ก�
����6�� ���
"  

� �,	��
�ก0<$,,%�	
��ก9#ก0<$,$
ก����
��ก��� Jก0<$,
�������K ��	�)3�������#�!��
(�	���
�������+�����
�(/	
ก0<$,��������&	$����	�&���

� ก�
�ก9#
�ก.�  Jก0<$,�������K ,%#����ก$�%�ก9#��	(�
���
"�ก�
"&  

� ����ก0<$,����
6%  ก9,%�)L&�����	(�
%##M���	
����
�
��	)
%ก
#ก�

�#

� (Certification Authority) �!��
(�	
����
��
�,�
#���#0����&	*&�����
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M.��+��
�ก�
$W/  �
�
��
� (hash function)

� �)3���+��
��'���<(�ก�
�'��	
���
���9ก�

��ก�"�����	����	
���
)
%���",%���(�	$ก���	
�#�	
����'����'���6&	��ก
%#��ก�

����6�� ���
" (Algorithm) ����
��ก��� J��+��
�ก�
$W/ 
(Hash Function)� �
�
 one-way cryptography �
�
 one-way 
hash function

�  �!��
�'�ก�
��
��
�
�'�(�	�	
���
���9ก�

��ก�"��+������&
��9ก��
��,%�'�(�	������
ก�
�'���6����6�� ���
"$�%
ก�
,�&���(�	��	
�#�	
���(���+��
���
�)

� ����!�"����&	,�ก��+��
�ก�
$W/  ,%�'�(�	�&	�	
��������
� 
(Message Digest) 2��������&��9ก��$�%����� (Fixed Length)

36

��+��
�ก�
$W/

�	
����ก�
�ก�
$W/ / ��
� 
J�
��� �06���<��
�
����2�+
����	   20 กก.
,�ก  �����/��K

�123234sglggkhk,vdK
(���
�ก�
$W/�
�
��
�)

 2()2

>IZB
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�.ก�
�
	�������
/��
&�,����

�  ����,�ก��+�ก9�'�ก0<$,����������'�ก�
��	�
���ก�#�	
������
$W/  �
�
   ��
� (Message Disgest) 2
4�"$�
"ก9,%�'�ก�

$)��	
���
���9ก�

��ก�"�������+�  (�	�)3������
/��
&�,���� 
(Digital Signature) $�%�����
/��
&�,������+�ก9,%����ก.6%
�1!�%������!���"ก�#�	
���$W/  $�%ก0<$,�������  ก������
 
�0ก�
�+�����	
���$W/�
�
ก0<$,��������)�����$)���),�ก
�&��  �����
/��
&�,��������&	ก9,%�)�����$)������)&	��  
�����
/��
&�,����,�������*
ก��2+'�ก�����

38

>��WBWQ21./00.L�OE00)OFF�'.
(>��WBWQ21 Public Key)

2 ���A(� )OFF�'.  EO?N àN�A�FSF(>LFG)Bก�BO)NMH�Nfa@NTB�1@B1C  �G)
ก�.T_HกPKER'(�Nก�B  >.12กA(�กPKER�V(I./ก)0?HA2กPKERO(AB'�A  
(Private Key) EQ/กPKERO�]�.^/ (Public Key) TBMH�N[VHO(N  EQ/
MH�N[VH.�0

กPKER>IZBMH)FVQTB.VI)U>QXก�.)BUกO�
fa@NT_HTBก�.>MH�.L�OEQ/`)?.L�O

'�A)2(�N    
00:bc:73:d4:ce:01:1b:b9:0c:00:15:c7:56
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>��WBWQ21 Public Key

2 กPKERO(AB'�A'H)N)2V(ก�0[VH>IZB>RH�M)N>�12N�1@>?12AEQ/[VH>IZB>RH�M)N
'H)NSF(TLH[VH)G@BQ(AN.VH àNกPKERO(AB'�AB1C

2 กPKERO�]�.^/�A.R/)2V(TB�1@fa@N0P��Q��@ASI�HBL�S?HW?2O/?Aก
EQ/SF(R��>IZB'H)N>กX0>IZB�A�FQ�0E'()2(�NT?

40

./00.L�OE00)OFF�'.
(>��WBWQ21 Public Key)

ก�..�กY��A�FQ�0
(Confidentiality)

ก�.>MH�.L�O
(Encryption)

Q�2FG)_G@)?URU��Q
(Digital Signatrue)

ก�../0P'�A0P��Q
(Authentication)

ก�.LH�FI~U>O]
�A�F.�0[U?_)0
(Non-repudiation)

�A�FE�HR.UN
(Integrity)



41

'�A)2(�Nก�.>MH�/`)?.L�O >�G@).�กY��A�FQ�0

FE84F
ก�678

�9:9;�<
#$%'90 #

fGC) 10 _UCB

D125HG

fGC) 10 _UCB

D125HG

'90  ก '90  #

3AHEF
กPKER
O(AB'�A
M)NB�2 M

42

'�A)2(�NAU]1ก�.O.H�NEQ/'.ARO)0Q�2FG)_G@)?URU��Q

FE84F
ก�678

�9:9;�<
#$%'90 ก

'90  #

fGC) 10 _UCB S84F909

AD8F     AD8F    

Hash

MH)FVQ�1@`Vก2()2'.Nก�B

'90  ก

3AHEF
ก�678
�@1'! 1

#$%'90 ก

fGC) 10 _UCB S84F909

Hash

AD8F

S84F909
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'�A)2(�NQ�2FG)_G@)?URU��Q (MH)�A�F`Vก>IQ1@2BEIQN)

FE84F
ก�678

�9:9;�<
#$%'90 ก

'90  #

fGC) 10 _UCB S84F909

J4FA AD8F    

Hash

MH)FVQ�1@`Vก2()2'(�Nก�B

'90  ก

3AHEF
ก�678
�@1'! 1

#$%'90 ก

fGC) 10 _UCB S84F909

Hash

AD8F

S84F909

44

ก�.0.UL�.R�?ก�.กPKER
(Key Management)

2 [VHT_HกPKERO�]�.^/ (Public Key) TBก�.'.ARO)0Q�2FG)_G@)?URU��Q 
(Digital Signature) L.G)T_HTBก�.>MH�.L�OMH)FVQ (Encryption) R/
F�@BTRS?H)2(�NS.A(�กPKERO�]�.^/B�CB>IZBM)N0P��Q�1@)H�N àNR.UN

2 H̀�R��BAB[VHT_HF1F�ก R/R�?ก�.ก�0กPKERR��BABF�ก�  S?H )2(�NS. (Key 
Management)
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Trusted Third Party Mechanism

[VHI./ก)0ก�..�0.)N
Certification  Authority (CA)

2 0*'0 '7A<; �;$%! 1����A
BC+%/DE'/8,9#$%ก�678�9:9;�<

2 �;"&9;8 Fก9;ก�678�9:9;�<

46

��	)
%ก
#ก�

�#

� (Certification Authority)
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versionl mumber
certificate serial mumber
signature algorihm identifer
issuerws name and uniqure identifer
validity (or operational) period
subjectw s nam4e and unique identifier
subject public key information
standard extensions

certificate appropriate use
definition
key usage limitation definition
certificate policy information 

other extensions
Application z specific
CA z specific 
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'�A)2(�NT0.�0.)N)U>QXก�.)BUกO� (1/2)
Extensions:

Identifier: Certificate Type
Critical: no
Certified Usage:

SSL Client
Secure E-mail
Object Signing

Identifier: Authority Key Identifier
Critical: no
Key Identifier:

75:b0:6d:14:d2:7f:9f:f6:d7:18:00:91:22:fe:f3:43:33:ff:18:1a

52

'�A)2(�NT0.�0.)N)U>QXก�.)BUกO� (2/2)
Signature:

Algorithm: PKCS #1 SHA-1 With RSA Encrypiton
Signature:

82:03:9f:35:5a:f6:d5:d6:70:04:74:55:22:f5:d2:42:6f:7e:87:b9:3b:
59:33:68:19:21:85:ab:cb:a2:77:8e:97:f0:2e:52:28:8a:ed:fe:30:91:
52:11:9f:4b:1e:10:d5:96:2e:9f:17:48:3b:62:6b:b6:53:31:3b:a1:e6:
f5:a3:fa:80:bf:01:5c:42:4a:de:bf:b3:12:2f:8b:c0:63:80:13:89:54:
ae:52:b8:0b:f4:86:5d:09:43:bd:39:35:63:60:35:7e:c3:83:20:26:1e:
ac:af:6c:da:98:69:13:31:ba:7b:01:f9:59:57:71:27:1b:59:8aL16:1c:
09:24
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M�CB')B�1@>ก1@2AMH)Nก�0ก�.M)/))กT0.�0.)N

Registration
Authority

Certification
Authority

Repository
(Directory)

Subscriber

1. [VHT_H0.Uก�.M)T0.�0.)N

2. RA '.ARO)0EQ/
2GB2�B'�A0P��Q

3. RA O(N���M)T0.�0.)N
'()SI2�N  CA

5. CA >กX0T0.�0.)N
TB Directory

4. CA ))กT0.�0.)N


